NYBEC

NEW YORK eHEALTH
COLLABORATIVE

Request for Proposals (RFP) For
NYeC HITRUST ASSESSOR & SECURITY TESTING
ISSUED BY THE
NEW YORK eHEALTH COLLABORATIVE

RFP INFORMATION
CONTACT NAME NYeC
EMAIL ADDRESS nyecprocurement@nyehealth.org
SUBMISSION DEADLINE January 15, 2026 by 5:00pm EST

All correspondence and proposals should be submitted via email directly to the
email address listed above and include ‘NYeC HITRUST ASSESSOR & SECURITY
TESTING’ in the subject line.
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. STATEMENT OF PURPOSE

The New York eHealth Collaborative (“NYeC”) is seeking proposals from experienced and
qualified firms to provide HITRUST assessor services and to conduct NYeC’s annual security
testing. Proposals should include how the firm plans to provide effective and efficient HITRUST
assessor services to enable NYeC to maintain its HITRUST certification status and conduct NYeC’s
annual HIPAA Security Risk Assessment, penetration testing and ethical hacking, as required by
the New York State Department of Health (“Department”).

1. INTRODUCTION

NYeC is a statewide 501(c)(3) nonprofit organization working to improve healthcare and patient
outcomes by collaboratively leading, connecting, and integrating health information exchange
(HIE) throughout New York State. NYeC works with a diverse group of stakeholders from across
the state, nation, and care continuum to advance health information technology (HIT) and HIE.
NYeC develops policies, operates statewide technology, promotes standards and workflows,
fosters innovation, and conducts analyses that support the value of technology and information
exchange to improve the health of New Yorkers.

As the State Designated Entity (SDE) for health information exchange, NYeC partners with the
Department to lead the Statewide Health Information Network for New York (SHIN-NY), a
network of networks, connecting healthcare professionals and regional HIE organizations (known
as Qualified Entities or QEs) across the state. Through the SHIN-NY, participating health care
professionals can quickly access electronic health information and securely exchange data
statewide for patients who have given consent. By utilizing the SHIN-NY, healthcare professionals
make informed decisions faster, enabling collaboration and coordination of care to improve
patient outcomes, reduce unnecessary and avoidable tests and procedures, and lower healthcare
costs.

lll. BACKGROUND INFORMATION

To receive funding from the Department, NYeC, as the SDE, is required to (1) attain and/or
maintain (full and interim) the certification of a third-party health care industry common security
framework in accordance with the scoping requirements set by the Department (the scoping
requirements for 2026 are attached (hereto as Attachment A) and using certified assessors
(referred to hereafter as “HITRUST assessment”), and (2) conduct the following annual
assessments: (a) HIPAA Compliance Review/Risk Assessment (internal vulnerability, external
vulnerability, external network penetration testing); and (b) SHIN-NY Systems Risk Assessment
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([a] and [b] referred to hereafter collectively as “Security Risk Assessments”). The scoping
requirements for [b] have not yet been issued for 2026, but for reference, details on the SHIN-
NY Systems Risk Assessment requirements for 2025 Security Risk Assessments required in 2025
are attached hereto as Attachment B.

NYeC’s HITRUST certification anniversary date is October 22. NYeC underwent a HITRUST interim
assessment in 2025 and will be undergoing a HITRUST I1 assessment in 2026.

IV.  ELIGIBILITY CRITERIA

Required skills and qualifications:

e Applicants for this RFP must demonstrate current, up-to-date certification as a HITRUST
CSF External Assessor and experience and expertise in conducting successful HITRUST full
and interim assessments for entities in the health information exchange or similar
industry.

e Applicants must also demonstrate experience and expertise in conducting security audits,
security tests and/or security assessments using control and risk assessment frameworks.
This must include HIPAA and the required NIST SP 800-30 framework.

Preferred skills and qualifications:

e Previous experience assisting clients in achieving HITRUST certification and
completing security assessments, using methods and means that efficiently leverage
available tools and evidence (e.g., implementing a protocol whereby the assessor
applies evidence provided by NYeC to all applicable controls).

V. MANDATORY REQUIREMENTS FOR CONTRACT AWARD

To be considered for a contract award, the selected vendor must meet all of the following
mandatory requirements:

e Documented ability to complete the work defined in Section VI.

e Execution of NYeC’s Master Services Agreement (Attachment C: NYeC Master Services
Agreement Template)

e Adherence to certain New York State grant contract, confidentiality, security and other
requirements.

e Completion of the New York State Vendor Responsibility Questionnaire: File Your
Vendor Responsibility Questionnaire | Office of the New York State Comptroller;

e Participation in a Vendor Security Risk Assessment process and compliance with all
applicable security provisions in the Master Services Agreement.
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e In the event the selected vendor does not successfully pass the Vendor Responsibility
review process or the Vendor Security Risk Assessment process, NYeC reserves the right
to cancel the award.

e Staff assigned to the project must be based in and perform all work in the continental
United States.

e Must be in good standing with the Department and the New York State Workers
Compensation Board.

e Must have a minimum of 5 years providing the same/ similar service.

All applicants must submit NYeC’s Third Party Security Risk Assessment Questionnaire. Please
email the mailbox on the RFP cover page for a copy of NYeC’'s Third-Party Security Risk
Assessment Questionnaire.

VI. SCOPE OF WORK

Applicants should provide NYeC with a proposal that addresses all areas outlined in Section VII.
A detailed project plan must be included, outlining project timeline, activities, resources,
deliverables, budget, and milestones. Proposals must clearly detail the vendor’s approach for
submitting NYeC’s validated HITRUST assessment by its annual certification expiration date
(October 22) and completing its Security Risk Assessments within a timeframe that enables NYeC
to report out to the Department to meet its contractual deliverables.

HITRUST Assessment

In 2024, NYeC was R2 assessed on HITRUST CSF Version 11.2.0 and the Department has set the
required CSF Version and scope for 2026. For reference, the 2026 |1 HITRUST Certification
Requirements for NYeC are attached hereto Attachment A.

The proposal should describe in detail the specific, consistent resources, methods and processes
that will be deployed to accomplish NYeC’s HITRUST assessment submission by its annual
certification expiration date (October 22).

The firm will develop a plan and timeline that contains, at a minimum, the following activities as
part of the annual HITRUST assessment:
e Planning/identifying the audit scope, objectives, and detailed procedures for conducting
the audit in conjunction with NYeC.
e Timeline for completion of audit activities/deliverables in accordance with NYeC’s annual
certification expiration date (October 22).
e Kick-off meeting with NYeC.
e Weekly status meetings with NYeC (primarily during field work).
e Bi-monthly status meetings with NYSDOH and NYeC to review: Assessment status updates
and issues or concerns related to the assessment.
e Follow up on the status of corrective actions implemented from the previous audit.
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Completion of a formal report detailing audit findings and observations as well as
recommendations for mitigating risks identified.
Exit meeting with NYeC.

NYeC HIPAA Security Risk Assessment

The Department requires that NYeC utilizes a qualified third-party assessor to conduct an annual

HIPAA compliance review using the NIST SP 800-30 Guide for Conducting Risk Assessments

framework to ensure measures have been taken to reduce the risk to ePHI to prevent data breach

and privacy incidents. To ensure strong Advanced Programming Interface (API) security, the Open

Web Application Security Project (OWASP) Top Ten will be incorporated into all vulnerability and

penetration testing.

The assessor shall:

Conduct HIPAA compliance review.

Conduct HIPAA internal vulnerability assessment.

Conduct HIPAA external vulnerability assessment.

Conduct HIPAA internal network penetration testing (Pentest).
Conduct HIPAA external network penetration testing (Pentest).

NYeC is required to submit an annual report summarizing findings. The selected firm shall

develop and provide to NYeC a report that, at a minimum, contains the following:

Executive Summary

The testing methodology, including tools and references used (OWASP Top Ten).
System testing scope (what systems were included in penetration testing).

Test findings, including severity/criticality.

Corrective action plan (CAP)/Plan of Action and Milestone (POA&M) remediation plan
Recommendations provided by the tester.

Complete NYeC- supplied templates required for NYeC’s contract deliverable
submissions to the Department. Presently, this report includes but is not limited to the
following items (Attachment B):

o Executive Summary

o Assessment findings in aggregate for SHIN-NY Enterprise broken out by:

HIPAA compliance review assessment findings.

HIPAA internal vulnerability assessment findings.

HIPAA external vulnerability assessment findings.

HIPAA internal network penetration testing (Pentest) assessment findings.
HIPAA external network penetration testing (Pentest) assessment findings.
Proposed remediation plan and summary of remediation that has occurred
since prior year risk assessment.

» Evidence that OWASP Top Ten was included in all vulnerability and
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penetration testing
o Conclusion

SHIN-NY Systems Assessment

The Department requires NYeC to utilize an independent third-party assessor to perform a risk
assessment of the SHIN-NY systems (cloud, on-premises, and/or hybrid) used for the storage,
transmission, processing, and accessing of clinical data exchanged within the SHIN-NY using the
NIST SP 800-30 Guide for Conducting Risk Assessments framework.

NYeC is required to submit an annual report summarizing findings. The selected firm shall
develop and provide to NYeC a report that, at a minimum, contains the following:
e NYeC reported cyber security incidents.
e The security certifications/evaluations and cadence applicable to the SHIN-NY systems.
e Cadence of patch/revision/version release(s) for SHIN-NY system software.
e Current litigation, themes of litigation (e.g. information blocking, data breach, data
transformation, etc.), as identified by the third-party independent assessor.

The report shall include:

e Executive Summary

e The testing methodology, including tools and references used (OWASP Top Ten)

e System testing scope (what systems were included in testing/assessment)

e Assessment findings by individual SHIN-NY system, including severity/criticality

e Corrective action plan (CAP)/Plan of Action and Milestone (POA&M) remediation plan

e Recommendations provided by tester, including proposed risk mitigation plan and
timeline

e Supporting documents used for the assessment

e A summary of the status of all remediation efforts related to findings from prior years’
SHIN-NY Systems Assessments shall be included in the third-party assessor’s final report
if applicable

e Conclusion

e Complete NYeC- supplied templates required for NYeC’s contract deliverable
submissions to the Department (Attachment D SHIN-NY Systems Assessment Report).

The proposal should describe in detail the specific, consistent resources, methods, and processes
to accomplish the required SHIN-NY Systems Assessment activities by the timelines prescribed in
NYeC’s contract with the Department. For 2026-2027, those timelines are expected to be as
follows:

e HIPAA Assessment — Final report due to NYeC by August 15, 2026

e SHIN-NY Systems Assessment — Final report due to NYeC by June 15, 2026
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e Validation testing — Results/report due to NYeC by February 26, 2027

VII. CONTENTS OF PROPOSAL

1. Applicant Overview and Qualifications

The proposal should provide a general overview of the applicant’s capabilities, resources,
and experience. The ideal applicant will have at least five years of HITRUST assessment
and/or security risk assessment experience and expert familiarity with all applicable
frameworks and standards. Additionally, the applicant must provide samples of
assessment roadmaps and reports (redacted as needed) and provide three references for
similar projects undertaken in the previous five years to demonstrate background,
experience, and expertise in HITRUST assessment and/or security risk assessment.

2. Approach and Plan
The proposal should include a thorough, detailed approach and plan to conduct the
HITRUST assessment and the Security Risk Assessments as outlined in the Scope of Work.

o The plan must specifically describe in detail the approach proposed to
undertake the project, including proposed best practice methods and
processes and a description of value-added services provided (e.g., policy and
procedure templates, evidence collection tools, tracking and project
management tools).

o The plan must include a project outline, including use of tools, approach,
timeline, submission and cadence of reports (including regular progress
reports and reports outlining findings, compliance gaps, corrective actions,
recommendations), and requirements of NYeC during assessment and any
corrective action.

o Include the firm’s approach to ongoing and regular communication with NYeC.

3. Cost
The proposal must include a detailed budget for complete HITRUST assessment services
and Security Risk Assessment services, including delivery of report(s) with all
requirements outlined in this RFP, including but not limited to findings,
recommendations, and corrective actions, where applicable. Please provide costs
associated with each assessment separately.

VIlIl. PROPOSAL SUBMISSION PROCESS AND TIMELINE

Proposals will be evaluated by a selection committee. Proposals that do not address all the
criteria below may not be evaluated by NYeC.

Proposal submissions are due no later than January 15, 2026. Applicants may only contact NYeC
using the email address indicated on the cover page for all matters concerning this RFP.
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If you have questions about the RFP, please submit those questions to the designated mailbox
noted on the cover page by the date indicated in the timeline below. NYeC will post all questions
received and answers to those questions to: https://www.nyehealth.org/rfis-rfps/ by the date
indicated in the timeline below.

NYeC reserves the right to amend or cancel this RFP at any time prior to a signed contract. NYeC
is not responsible for any costs incurred in the preparation of a response to this RFP.

Please submit your proposal in Microsoft Word format using font size 12 with a maximum of
10 pages. Samples of previous work may be included in addition to the 10 pages. Please do not
exceed three examples. All valid proposals must include all sections identified in the evaluation
criteria.

PROCUREMENT TIMELINE:

Item Due Date

RFP Release December 17, 2025

Deadline to submit Questions to NYeC December 26, 2025, by 5:00pm EST
Q&A Document posted December January 5, 2025
Proposals due January 15, 2026, by 5:00pm EST
Interviews January 26-30, 2026 (approximate)

IX. EVALUATION CRITERIA

All proposals should address and will be evaluated upon the following criteria (10-page
maximum proposal length) as it relates to Section VII. Contents of Proposal.

A. Applicant Overview and Qualifications — 30 Points
B. Approach and Plan — 50 Points
C. Cost—20 Points

X. ATTACHMENTS
1. Attachment A- 2026 SHIN-NY Enterprise HITRUST Certification Requirements
2. Attachment B- HIPAA Risk Assessment Report Template titled Deliverable
3. Attachment C - NYeC Master Services Agreement
4. Attachment D- SHIN-NY Systems Assessment Report Template titled Deliverable
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